Global Erasure- Certified Data Erasure

Global Erasure powered by YouWipe s a software-based method, ensuring that
100% all data on HDD, SSD, Flash and Mobile devices is completely destroyed and
rendered unrecoverable by any current technology.

YouWipe has been certified under rigorous and professional standards, by
governments and independent security organizations, such as NATO, the UK
National Cyber Security Centre (NCSC}, the Common Criteria (EAL +3}, the Dutch
General Intelligence and Security Service, the Finnish National Cyber Security
Centre (TRAFICOM}, and ADISA (UK Asset Disposal and Information Security
Alliance}, among others.

— Global Erasure meets and exceeds strict government regulations and industry
standards, such as the GDPR, HIPAA, FACTA, PCI DSS, SOx and the Data
Protection Act.
Once a disk is erased, a digitally signed, tamper-proof certificate of erasure provides
a detailed audit trail to comply with external or internal auditing requirements.

Benefits

o ITAD Gold Partner Program o Global office presence and technical support o Fully automated and tailored

o Attractive Pricing o Support and version upgrades without erasure & report sending No

o 4-year unlimited Enterprise License for public additional costs and no expiry dates HASP/Dongle Keys required
and private organisations o API call returning JSON for immediate ERP o Simple and easy to use

o Special benefits for charity organisations integration with internal organization's o Free Support

systems
o MAKOR ERP Integrated (for ITAD operations)
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Regulation compliance

Confirms to EU General Data Protection Regulation
(Document 52012PC0011)

Meets and exceeds requirements set in Article 17 "Right
to be forgotten and to erasure”

Ensures regulatory compliance with data destruction,
reporting and auditing capabilities

Complies with the secure data removal requirements in
ISO 27001, PCI DSS, HIPAA and SOX

Follows Cryptographic Erase Guidelines accepted by the
Federal Agencies of EU and US

Certificate of Erasure

Status of Erasure (successful/ failed)

Supports multiple, intertnationaly recognized overwriting
standards

Proof Certificate Disk has been Erased (PDF/CSV/XML format)

Erasure Report details System | Disk info (e.g. Manufacturer,
Serial Number, Processor, Memory)

HDD/SSD/IMEI info (e.g. Manufacturer, Serial Number, Size,
Number of Sectors, Type)

Software Delivery

Centralised, WipeCenter, report management

Cloud or Standalone, or both with automatic backup synch
No HASP keys required

100% digital delivery

ISO (USB, CD, PXE)
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Global Erasure Profile
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Meets & exceeds USA DOD/ NATO/ CESG / DIPCO eql&ments
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Complies with new EU GDPR (General Data Protection-Regulation)

100% Erasure of all data on device

Technical Features

100% Erasure of all data on treated device

Support: SSD, HOD, UEFI, NVMe, SATA, m2.SATA, ATA, IDE/PATA,
SCS|, FC, USB, SAN (NetApp, IBM, EMC)

Supports: Smartphones/Tablets/iPads (i0OS, Android)

Supports: 512, 520 and 4096 block-size sectors (high speed)

Supports Simoultaneous Erasure of multiple disks

Unlimited disk size erasure

Software Distribution: 1ISO (PXE/USB/CD/MSI) as standalone or via
the LAN

Boot Options: PXE, USB, CD, MSI
Erasure of hidden partitions (DCO, HPA & remapped sectors)

Includes Secure Erasure (SE) and Enhanced Secure Erasure
(ESE) protocols

Automatic verification of 10% or more after each disk erasure

Optional hardware (degausser, erasure-station, erasure-kit)
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